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Nyjasta banka oveeran — High Roller

 [jantar 2012 kom ny utgafa af Spyeye — Zeus — Ice9

e Virusinn var sérhannadur til ad einbeita sér sjalfkrafa ad fyrirtaekjum og
einstaklingum med mikla veltu.

* Frda midjum januar til 21. mars 2012 var dzetlad tap milli $75 miljéna til $S2.5
miljarda par sem staersta millifeersla var yfir $100.000.

e ca 60 bankar urdu fyrir pessari aras.

e Adferdafraedin vid arasina:
* Phishing arasir gagnvart fyrirtaekjum/einstaklingum med haar fjarhadir.
e Komu fyrir Ice9, Spyeye og Zeus trojan sem var sérsmidadur fyrir
viokomandi einstakling/banka.
e Sjalfvirk vinnsla til ad millifsera pening 3 Money Mules
e Getur farid fram hja rafraenum skilrikjum og 2-Factor Authentication.
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Layered Protection From the RSA IPV Suite
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RSA® Identity Verification RSA® Adaptive Authentication

RSA® Transaction Monitoring

Transactions

ACCOUNT cCOMPROMISE




TRANSPARENT: RISK-BASED AUTHENTICATION

Secondary Authentication
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> Balancing security with usability

> Lowest total cost of ownership

= Sophisticated device identification & analytics — minimize challenge rate

® Fine tuned by millions of transactions - maximize completion rate
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Transaction Monitoring
Flexible Platform — Multiple Options

Post-Login

Login (Activity/Transaction)

Authenticate — Adaptive
(Visible) Authentication

Monitor - Transaction
(Invisible) Monitoring

» Monitor (no change to user experience)
» C(reate cases in Case Management tool
* Fraud analysts manually investigate cases

» Authenticate (challenges in specific circumstances)
» Use multiple secondary authentication mechanisms
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